Cybersecurity
Specialist

Job Title: Cybersecurity Specialist
Department: Information Security
Reports To: Information Security Manager
Last Revised Date: September 2025

Role Description

This position focuses on protecting organizational systems and data from cyber threats.
Daily work involves collaborating with IT teams and department heads to assess security
risks and implement protective measures. Core activities include monitoring network
security and responding to security incidents. Responsibilities will expand as cyber threat
landscapes evolve.

Duties and Responsibilities

e Monitor security systems and networks for suspicious activity and potential threats

e Conduct vulnerability assessments and penetration testing to identify system
weaknesses

e Implement security controls and protocols to protect against cyberattacks

» Investigate security incidents and coordinate response efforts with internal teams

e Develop and maintain security policies, procedures, and documentation

e Provide security awareness training to employees across all departments

e Stay current with emerging threats and security technologies to enhance protection
measures

Minimum Qualifications

e Bachelor's degree in Cybersecurity, Computer Science, Information Technology, or
related field

o Atleast 2 years of experience in cybersecurity or information security roles

¢ Knowledge of security frameworks, network protocols, and vulnerability assessment tools

Preferred Qualifications

¢ 3-5 years of hands-on cybersecurity experience in enterprise environments
¢ Professional certifications such as CompTIA Security+, CISSP, or CEH
e Experience with SIEM platforms and incident response procedures

Working Conditions

Office environment with potential for remote work flexibility. Position may require on-call
availability for security emergencies and participation in incident response activities outside
standard business hours.



NURSE PRACTITIONER

JOB TITLE: NURSE PRACTITIONER
DEPARTMENT: PRIMARY CARE
REPORTS TO: MEDICAL DIRECTOR
LAST REVISED DATE: SEPTEMBER 2025

ROLE DESCRIPTION

This position centers on providing primary healthcare services to patients across age
groups. Work involves coordinating with physicians and healthcare teams to deliver
comprehensive patient care. Key activities include conducting patient examinations and
developing treatment plans. Scope will grow as patient population and healthcare needs
expand.

DUTIES AND RESPONSIBILITIES

Perform comprehensive physical examinations and health assessments for patients
Diagnose and treat acute and chronic medical conditions within scope of practice
Prescribe medications and coordinate referrals to specialists when appropriate
Develop individualized treatment plans and monitor patient progress over time
Provide health education and counseling to patients and their families

Maintain accurate medical records and ensure compliance with healthcare regulations
Collaborate with interdisciplinary healthcare teams to optimize patient outcomes

MINIMUM QUALIFICATIONS

e Master's degree in Nursing from an accredited Nurse Practitioner program
e Valid RN license and current Nurse Practitioner certification in applicable state
e At least 1 year of clinical nursing experience in healthcare settings

PREFERRED QUALIFICATIONS

2-3 years of advanced practice nursing experience in primary care settings
Board certification in family practice or adult health from ANCC or AANP
Experience with electronic health records and healthcare management systems

WORKING CONDITIONS

Clinical healthcare environment with direct patient contact. Position requires standing
for extended periods and may include evening or weekend hours to accommodate
patient scheduling needs



CLOUD SOLUTIONS
ARCHITECT

Job Title: Cloud Solutions Architect
Department: Cloud Engineering
Reports To: Director of Cloud Services
Last Revised Date: September 2025

ROLE DESCRIPTION

This position focuses on designing and implementing cloud infrastructure solutions for
organizational needs. Daily tasks involve working with development teams and business
stakeholders to create scalable cloud architectures. Primary activities include evaluating cloud
platforms and designing migration strategies. Duties will evolve as cloud technologies and
business requirements advance.

DUTIES AND RESPONSIBILITIES

» Design cloud architecture solutions that meet business requirements and technical specifications

» Evaluate cloud platforms and services to recommend optimal solutions for organizational needs

» Lead cloud migration projects and coordinate with cross-functional teams throughout
implementation

» Develop cloud infrastructure as code using automation tools and best practices

» Ensure cloud solutions meet security, compliance, and performance standards

» Provide technical guidance and mentorship to engineering teams on cloud technologies

» Monitor cloud costs and optimize resource utilization to maintain budget efficiency

MINIMUM QUALIFICATIONS

» Bachelor's degree in Computer Science, Information Technology, Engineering, or related field
* Atleast 4 years of experience in cloud computing, system architecture, or software engineering
» Proficiency with major cloud platforms such as AWS, Azure, or Google Cloud Platform

PREFERRED QUALIFICATIONS

* 5-7 years of experience designing and implementing enterprise-scale cloud solutions

* Professional cloud certifications such as AWS Solutions Architect, Azure Solutions Architect, or
Google Professional Cloud Architect

» Experience with containerization, microservices, and DevOps methodologies

WORKING CONDITIONS

Collaborative office environment with hybrid remote work options. Position may require occasional
travel to client sites or regional offices for project implementation and stakeholder meetings.



DATA SCIENTIST

JOB TITLE: DATA SCIENTIST
DEPARTMENT: ANALYTICS

REPORTS TO: HEAD OF DATA SCIENCE
LAST REVISED DATE: SEPTEMBER 2025

ROLE DESCRIPTION

This position centers on extracting insights from large datasets to drive business
decisions. Work involves partnering with product managers and engineers to identify
analytical opportunities. Core activities include building machine learning models and
presenting findings to leadership teams. Scope will expand as data needs grow.

DUTIES AND RESPONSIBILITIES

- Collect and analyze large structured and unstructured datasets

- Build predictive models using machine learning algorithms and statistical methods
- Create data visualizations and dashboards to communicate insights effectively

- Partner with engineering teams to implement data-driven solutions

- Design A/B testing and experimental frameworks for product optimization

- Present findings to stakeholders and translate technical concepts for business
audiences

- Maintain data quality and ensure compliance with data governance policies

MINIMUM QUALIFICATIONS

- Master's degree in Data Science, Statistics, Computer Science, Mathematics, or a
related field

- At least 3 years of experience in data analysis or machine learning roles

- Proficiency with Python, R, SQL, and data visualization tools

PREFERRED QUALIFICATIONS

- PhD in a quantitative field with research experience
« Experience with cloud platforms like AWS, Azure, or Google Cloud
- Knowledge of deep learning frameworks and big data technologies

WORKING CONDITIONS

Hybrid office environment with flexibility for remote work. Position may require
occasional travel to client sites and participation in cross-functional meetings up to
20% of the time.



SOFTWARE ENGINEER

Job Title: Software Engineer
Department: Engineering
Reports To: Senior Engineering Manager
Last Revised Date: September 2025

ROLE DESCRIPTION

This role focuses on designing and building software applications that serve users. Daily tasks
involve partnering with product teams and other engineers to create scalable solutions. Primary
activities include writing clean code and participating in code reviews. Duties will evolve as
technology stacks advance.

DUTIES AND RESPONSIBILITIES

« Design and implement software solutions using modern programming languages

« Write unit tests and participate in automated testing processes

« Partner with product managers to translate requirements into technical specifications
« Debug and troubleshoot production issues and performance bottlenecks

« Contribute to system architecture decisions and technical documentation

« Mentor junior developers and share knowledge across the engineering team

MINIMUM QUALIFICATIONS

» Bachelor's degree in Computer Science, Software Engineering, or related technical field
» At least 2 years of professional software development experience
« Strong proficiency in at least one programming language such as Java, Python, or JavaScript

PREFERRED QUALIFICATIONS

» 3-5 years of experience with full-stack development
« Experience with cloud services and containerization technologies
« Knowledge of agile development methodologies and DevOps practices

WORKING CONDITIONS

Flexible hybrid environment with options for remote work and in-office collaboration. Position
may require on-call responsibilities for production support and attendance at sprint ceremonies
throughout development cycles.



CUSTOMER SERVICE REPRESENTATIVE

Job Title: Customer Service Representative
Department: Customer Success
Reports To: Customer Service Manager
Last Revised Date: September 2025

ROLE DESCRIPTION

This position centers on providing exceptional support to customers through various
communication channels. Work involves coordinating with sales and technical support
departments to resolve customer inquiries. Key activities include handling inbound
calls and maintaining detailed records. Duties will expand as new products are
introduced.

DUTIES AND RESPONSIBILITIES

e Respond to customer inquiries via phone, email, and live chat in a timely manner

e Resolve billing issues and process refunds, exchanges, and account adjustments

e Provide product information and guide customers through troubleshooting steps

e Document customer interactions and maintain accurate records in the CRM system

e Escalate complex issues to the appropriate departments and follow up on resolution
e Process orders and assist customers with account management tasks

e Contribute to team goals and maintain quality service standards

MINIMUM QUALIFICATIONS

e High school diploma or equivalent required

e At least 1 year of customer service or related experience

e Strong communication skills, both verbal and written

e Ability to handle high-volume customer interactions with patience and
professionalism

PREFERRED QUALIFICATIONS

e Associate degree or relevant certifications in customer service
e 2+ years of experience in a call center or customer support environment
e Bilingual capabilities in English and Spanish

WORKING CONDITIONS

Call center environment with scheduled shifts including evenings and weekends. Position
requires extended periods of phone work and meeting performance metrics for call
quality and resolution times.



